General Flow

We’re using Microsoft Graph technology forgetting data from Azure AD, so users will need to
make some configuration in the Azure portal:

1. Register application, which will be used to grant access for his directory:
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2. On registration, the parameters will be displayed: client_id, tenant_id, client_secret. The
latest will be displayed only once and should be remembered by the user. These
parameters should be passed in DSS Ul domain settings for Azure AD (client secret will
be encrypted in DSS DB). These parameters will be used by DSA to connect and
authorize Microsoft Graph service, which returns data about Azure directory.

Home > openlm.com
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|/O Search (Ctrl+/) | « ]E[ Delete @ Endpoints Preview features

SR 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>

Quickstart
/\ Essentials

# Integration assistant .
Display name : DSA.openlm.com

Manage Application (client) ID : GG?OObﬂ
Branding Directory (tenant) ID: 845004 NG ™

> Object ID : 2a45d_
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9 API permissions

3. Permissions for application (in order DSA to be able get data):



Home » openlm.com > DSA.openlm.com
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B overview
@ some actions may be disabled due to your permissions. To request access, contact the application owner(s) or your administrator. View application owners

Quickstart

# Integration assistant
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the valu
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Branding Configured permissions
D Authentication Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets

il Token configuration Add a Grant admin conse ope

9 APl permissions APl / Permissions name Type Description Admin consent req...  Status
€ Expose an AP v
&2 App roles | Preview AdministrativeU Application  Read all administrative units Yes @ Granted for openlm.com  =++
. owners Group.Read A Application  Read all groups Yes @ Granted for openimcom =+ +
Roles and administrators | Preview ember.Read.A Application  Read all group memberships Yes @ Granted for openim.com <+
Manifest ad.A Application  Read organization information Yes @ Granted for openimcom =+
Application  Read all users' relevant people lists Yes @ Granted for openlm.com =+«
Support + Troubleshooting
TeamMember Read.A Application  Read the members of all teams Yes @ Granted for openlm.com  -+-
&® Troubleshooting
serRead Delegated  Sign in and read user profile No @ Granted for openim.com =+«
& New support request
User.Read.A Application  Read all users' full profiles Yes @ Granted for openimcom ~ =++

To view and manage permissions and user consent, try Enterprise applications.

Directory Synchronization Azure directory

Add Domain

Add to Domain manager screen a new of directory type - Azure Directory

When selected update the fields below accordingly
1. Domain Name- free text
2. Directory (tenant) Id - new
3. Application (client) Id - new.
4. Client secret - new

The Application (client) Id And the Client Secret are used for the authentication with the Azure
Directory (tenant) Id.
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Password

Keep the check domain connectivity and the save buttons...

Sync Configuration
Destination & Time

Start node options: Unlike LDAP Directory the Azure structure is different; User can

1. Leave an empty value - in that case the sync will go through all users and groups
(like root option in LDAP)

2. groups/groupname - enter the group he would like the sync to start from and
synchronize from specific group. Azure groups are all open on the same level and have
pointers that indicate which other groups are connected to a group.

In that case when we use depth it will scan other groups connected to the original start
group according to the search depth value was configured. Rename the start node
name to Start Sync From.

Update the below text in the Info icon of the destination & time

Start Sync From: defines where the sync will start from. Leave empty to sync all the users and
groups in the directory, or specify the group you would like to start from “groups/groupname”.
Once configured, click Test to make sure the domain is valid (it might take up to 2 minutes for the
test to complete)



Inline text: Leave empty to sync all directory or enter groups/<group name> // (only 1 group
allowed)

status (@D

(O ByInterval
select the day and time then click Add.
Start Time
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Object
Object Type

In version 1 Object type “Computers” is not supported. Instead Azure AD has devices. But we
still have to investigate it. Remove the computers option.

Update the info text of the Object tab Sync Objects: configure which objects to sync by (currently
only users object is supported)

Sync Attribute

Azure directory default value is UserPrincipalName. Remove the CN and the SAMaccountName
from DD list. User should still be able to enter any attribute he would like to sync with (free text)

Membership Filter:

When Azure directory is selected update the DD list to show 2 options
1. All Objects
2. Only members of a group


https://portal.azure.com/#blade/Microsoft_AAD_Devices/DevicesMenuBlade/Devices/menuId/

Azure AD does not have OU and instead it has Administrative units but these units can’t hold
other Administrative units below them. As for version 1 we won'’t support it.

Update the info icon of the membership filter (only when Azure Active directory is selected)
Membership filter
Choose whether to sync all objects or only those that belong to a Group.

Search depth

The Search depth is only relevant when working with “Startnode” of a group.
Shew-the-search-depth Allow the user to fill out the search depth only when the “Start Sync
From” indicates a group, if it's empty, show an error message: “Search depth has to be 0 unless
you set the 'Start Sync From' group.”
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Sync object type
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Sync Attribute
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Only members of Security Groups N

Search depth
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Group Rules

All group rules are supported (same list as in standard LDAP ) but the hierarchy
synchronization supports only groups so no need to have the checkbox selection.
Instead of “Select the object classes you would like the groups to be created by” write “The
hierarchical group will be created according to the groups and the search depth specified
below.”



Remove the rest options (OU, Distribution group, customize & unknown object classes)

Include start node : change to Include start group
Search Depth - can’t be higher than the Search depth was selected in the Object screen.
Set a default group - supported

Rename ’Include start node™ to “Include start group™ (will take the users connected to the start
group and add them as a Group under the start group name )
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Directory sample
The directory has Groups A-E
— indicate pointer from one group to another

A—B
B—-C
C—-D
C—-A
D—-E
E

User list :

Group A- U5, U6

Group B - U7, U8

Group C - U1, U2, U3, U4



Group D - U9, U10
Group E - U11, U12

Hierarchical structure if the sync is configured to sync from Groups\C with search depth of 3 in
the group & rules

C--
A--
B--
D--
E
U1
U2
U3
U4
us
U6
u7
us
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u10
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